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This document is provided to assist in answering questions raised by customers when evaluating
Salesforce’s online services. This document is not legal advice. Salesforce urges its customers to
consult with their own counsel to familiarize themselves with the supervisory and data protection
requirements that govern their specific situations. This information is provided as of the date of
document publication, and may not account for changes after the date of publication.

Defined/capitalised terms are included in the table at the end of this FAQ.

Nothing is more important than the trusted relationship between Salesforce, its customers, and everyone
in the Salesforce ecosystem. Salesforce earns the trust of its stakeholders through transparency, security,
privacy, compliance and performance. We are trusted advisors, and we deliver the most trusted
infrastructure in the industry.

Trust.Salesforce.com is the Salesforce community’s home for real-time information on system
availability, performance, security and compliance. Having trust at the foundation of our culture is how
we maintain our pace of innovation and deep customer and stakeholder relationships at scale.

Salesforce is committed to supporting our customers on their financial services compliance journeys and
we have created this FAQ in support of that effort. We recognise that each of our customers will have
differing compliance requirements depending on the characteristics of their specific financial institution,
their particular business model, and the way in which they use our services.

We encourage our customers to evaluate how their use of our services, given our comprehensive security
and privacy program, contractual commitments, and the controls available within our services, enable
them to meet, and demonstrate compliance with applicable rules and regulations. We also engage with
regulators to better understand sectoral rules and regulations, which allows Salesforce to build solutions
and develop features to better support our customers’ independent compliance efforts.

You can see here how our services have successfully been used by some of the largest
financial institutions across the globe.


https://trust.salesforce.com/en/
https://www.salesforce.com/eu/customer-success-stories/#!page=1&sort=popularSort&tags=financial_services
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WHAT DOES SALESFORCE OFFER?

Salesforce is one of the leading providers of enterprise cloud computing technologies. ‘Cloud computing’ is
a broad term but generally denotes a range of IT services provided in various formats through social, mobile,
blockchain and open technologies. Salesforce operates as a SaaS and PaaS provider of cloud services.

Salesforce is the #1 customer relationship management solution allowing companies to connect to their
customers in a whole new way. It's single integrated platform gives all your departments — including
marketing, sales, commerce, and service — a single, shared view of every customer, made smatrter by the
use of artificial intelligence. The Salesforce platform also allows companies to build and run business
applications without having to invest in new software, hardware, or related infrastructure. More information
about the services that Salesforce offers can be found on the Salesforce website.

COUNTRY SPECIFIC RULES AND REGULATIONS FOR POLAND

1. Can financial institutions use Salesforce?

Yes. Financial institutions are permitted to use cloud services in Poland, provided they comply with
applicable rules and regulations, such as those described below.

2. Who is the financial regulator?

The Polish Financial Supervision Authority (Polish: Komisja Nadzoru Finansowego) (the “KNF”). KNF is
responsible for supervising all credit institutions, investment firms, investment funds management
companies, pension funds companies, payment institutions, e-money institutions and insurance
undertakings.

3. What rules and regulations could apply to financial institutions using Salesforce?

The use of Salesforce cloud services would generally only trigger statutory law requirements insofar as
Salesforce cloud services constitute outsourcing. In certain cases, Polish law does not use the term
“outsourcing”, e.g. as in the case of Polish Banking Law, which however includes provisions of a similar
nature commonly referred to as “outsourcing”. In that context, the specific rules will depend on the type of
financial institution.

For example, credit institutions and investment firms may be required to comply respectively with the
requirements imposed by the Polish Banking Law and the Polish Act on Trading in Financial Instruments.
Investment funds management companies may need to observe the rules of the Polish Act on Investment
Funds, whereas pension funds companies may be subject to requirements stipulated in the Polish Act on
Pension Funds. Outsourcing requirements for payment and e-money institutions are stipulated in the
Polish Act on Payment Services. Insurance undertakings may be subject to rules and requirements
imposed by the Polish Act on Insurance and Reinsurance Activity. In addition, the European Banking
Authority has published general guidelines on outsourcing arrangements (February 2019) which apply to
credit institutions and investment firms (the “EBA guidelines”). There is also guidance for insurance
undertakings from the EU Insurance and Occupational Pensions Authority (‘EIOPA guidance”) in their
guidelines on system of governance document. KNF has also published guidance on outsourcing to cloud
service providers which apply to all financial institutions (“KNF guidance on outsourcing to cloud service
providers”) along with the respective follow-up in a form of Q&A. On a more general level, KNF also
issued recommendations and guidelines on the management of information technology and ICT


https://www.salesforce.com/eu/?ir=1

environment security addressed to specific types of financial institutions. The key rules and regulations
that may apply to financial institutions in the context of outsourcing can be found below.



Mandatory law:

AIFMD
MIFID Il
MIFID II Organisation Regulation
Solvency Il
Solvency Il, Delegated Regulation
UCITS
Polish Banking Law
Polish Act on Trading in Financial Instruments
Polish Act on Investment Funds
Polish Act on Pension Funds
Polish Act on Payment Services
Polish Act on Insurance and Reinsurance Activity
Guidance:
EBA guidelines on outsourcing arrangements
EIOPA guidelines on system of governance document
KNF’s guidance on outsourcing to cloud service providers
KNF’s Q&A to guidance on outsourcing to cloud service providers
KNF’s Recommendation D On the Management of Information Technology and ICT Environment
Security at Banks
KNF’s Guidelines on the Management of Information Technology and ICT Environment Security at
Investment Firms
KNF’s Guidelines on the Management of Information Technology and ICT Environment Security at
Investment Funds Management Companies
KNF’s Guidelines on the Management of Information Technology and ICT Environment Security at
Pension Funds Companies
KNF’s Guidelines on the Management of Information Technology and ICT Environment Security for

Insurance and Reinsurance Undertakings


https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32011L0061&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02014L0065-20200326&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017R0565&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02009L0138-20190113&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015R0035&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02009L0065-20140917&from=EN
http://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU19971400939/U/D19970939Lj.pdf
http://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20051831538/U/D20051538Lj.pdf
https://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20041461546/U/D20041546Lj.pdf
https://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU19971390934/U/D19970934Lj.pdf
https://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20111991175/U/D20111175Lj.pdf
http://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20150001844/U/D20151844Lj.pdf
https://eba.europa.eu/regulation-and-policy/internal-governance/guidelines-on-outsourcing-arrangements
https://www.eiopa.europa.eu/content/guidelines-system-governance_en
https://www.knf.gov.pl/knf/pl/komponenty/img/Komunikat_UKNF_Chmura_Obliczeniowa_68669.pdf
https://www.knf.gov.pl/dla_rynku/fin_tech/chmura_obliczeniowa/Q&A
https://www.knf.gov.pl/knf/en/komponenty/img/Recommendation_D_44255.pdf
https://www.knf.gov.pl/knf/en/komponenty/img/Recommendation_D_44255.pdf
https://www.knf.gov.pl/knf/pl/komponenty/img/knf_158406_Wytyczne_IT_firmy_inwestycyjne_eng_47461.pdf
https://www.knf.gov.pl/knf/pl/komponenty/img/knf_158406_Wytyczne_IT_firmy_inwestycyjne_eng_47461.pdf
https://www.knf.gov.pl/knf/pl/komponenty/img/Wytyczne_IT_TFI_39999.pdf
https://www.knf.gov.pl/knf/pl/komponenty/img/Wytyczne_IT_TFI_39999.pdf
https://www.knf.gov.pl/knf/pl/komponenty/img/knf_136111_KNF_IT_Guidelines_for_Pensions_41874.pdf
https://www.knf.gov.pl/knf/pl/komponenty/img/knf_136111_KNF_IT_Guidelines_for_Pensions_41874.pdf
https://www.knf.gov.pl/knf/pl/komponenty/img/knf_136110_KNF_IT_Guidelines_for_Insurance_41873.pdf
https://www.knf.gov.pl/knf/pl/komponenty/img/knf_136110_KNF_IT_Guidelines_for_Insurance_41873.pdf

4. What are the key data privacy considerations for financial institutions using Salesforce?

See the Regional Privacy Laws section of our privacy website, which includes information and tools to help
enable our customer’s success.

KEY RESOURCES

1. Security

How does Salesforce secure Customer Data?

We strongly encourage customers to follow security best practices and use available tools to strengthen the
security of their Salesforce instance. Security does not start and end with Salesforce -- it is a trusted partnership
with our customers.

As set forth in more detail in our SPARC Documentation, Salesforce has implemented technical and
administrative security measures designed to protect our services and Customer Data. Salesforce’s technical
security measures include protections against system vulnerabilities, logical separation of Customer Data,
robust network security, encryption of data in transmission, and options for encryption of data at rest.
Salesforce’s administrative security measures include limiting access to Customer Data to those personnel who
require such access to perform their current job functions, comprehensive security policies regarding the
handling of Customer Data, and robust security training and awareness programs.

Salesforce offers its customers controllable features that permit them to configure the security settings of their
respective instances of the Salesforce services as individual customers deem appropriate for the sensitivity of
their Customer Data.

For more information on the application security features Salesforce provides, please refer to this help article
on Protecting Your Salesforce Organization .

Where can a customer get details of Salesforce’s security and compliance controls?

® Salesforce’s Compliance website details our audit/compliance certifications and attestations, e.g. ISO
and SOC. This compliance website can be filtered by country and industry.

® Salesforce offers its customers a comprehensive security and privacy framework which is
contractually underpinned by the Salesforce DPA. In our DPA, Salesforce contractually commits to
maintain appropriate technical and organizational measures designed to protect Customer Data, as
set forth in the applicable SPARC Documentation, available here by selecting the relevant service .

® The Salesforce Security Guide details customer-controllable security features of Salesforce services
(including encryption)

® Our trust.salesforce.com website shows real-time information on system performance and security.

® The Salesforce Shield for Financial Services white paper contains further information on additional
security measures such as encryption of data, monitoring and access controls.



https://www.salesforce.com/privacy/regions/
https://help.salesforce.com/articleView?id=security_overview.htm&type=5
https://compliance.salesforce.com/en
https://help.salesforce.com/articleView?id=Trust-and-Compliance-Documentation&type=1
https://developer.salesforce.com/docs/atlas.en-us.202.0.securityImplGuide.meta/securityImplGuide/salesforce_security_guide.htm
http://trust.salesforce.com/
https://www.salesforce.com/form/conf/app-cloud-shield-financial/?d=7010M000001y6y0&conf-redirect=true

® The External Security Assessments in the Trust and Compliance Documentation contain attestations
of penetration tests and security assessments performed by third parties for certain Salesforce
services.

® Security Health Check: This standard Salesforce feature analyzes your Salesforce org’s security
settings against a default or custom baseline. It provides a score and specific recommendations. Refer
to the Help and Training article titled Security Health Check for additional information.

Additional resources can be found on the Help and Training Portal and Security page

Under what circumstances does Salesforce access or use Customer Data

Salesforce provides contractual assurance to its customers that Salesforce has measures in place designed to
maintain the confidentiality of Customer Data and to prevent access to that data by Salesforce, except under
specified circumstances. As set out in the DPA, Salesforce processes Customer Data on behalf of customers
and only in accordance with their documented instructions for limited purposes: (i) processing under the
customer’s agreement with Salesforce for the purchase of online services; (ii) processing initiated by customers’
users in using Salesforce’s services; and (iii) processing to comply with other customer instructions.

How does Salesforce segregate one customer’s data from the data of other customers in its environment?

Salesforce serves its customers through what is known as “multi-tenant” application architecture, designed for
security, efficiency, availability, and rapid innovation. A multi-tenant application is one that can be accessed
and used by many users simultaneously, with logical separation of data in hardware and software. The logical
separation of data is designed to allow each Salesforce customer to view only their “instance” of Salesforce’s
services and their associated data. Salesforce’s multi-tenant architecture is analogous to that used to provide
online banking and brokerage services (which can also be accessed and used by thousands of users
simultaneously through the logical — not physical — separation of data).

How does Salesforce handle Customer Data incidents?

Customer Data incident, management and notification is addressed at Section 7 of the DPA.

2. Due diligence, ongoing review and audit

How does Salesforce support customer due diligence, ongoing review and audit?

Salesforce is committed to offering customers a strong compliance framework and advanced tools and security
measures. When conducting due diligence and ongoing review, customers should gain a clear understanding
of Salesforce’s technology and its underlying architecture, and then evaluate how, using Salesforce’s
framework, tools and measures, customers may meet and demonstrate compliance with applicable rules and
regulations. The following resources can support customers in this regard:

® Salesforce offers its customers audit rights in the DPA and SPARC Documentation.
® Salesforce’s Compliance website details our compliance certifications and attestations. Also, our
trust.salesforce.com website shows real-time information on system availability and performance.



https://compliance.salesforce.com/en/external-security-assessments
https://trailhead.salesforce.com/en/content/learn/modules/security_basics/security_basics_healthcheck
http://help.salesforce.com/
https://trust.salesforce.com/en/security/
https://compliance.salesforce.com/en
http://trust.salesforce.com/

® Additional resources and consultation may be available upon discussion with your Account Executive.
Please note, Salesforce cannot provide legal advice and will not interpret regulations for customers’ own
particular circumstances.

® Further corporate information about Salesforce can be found in the company overview , as well as the "
About Us " section on the Salesforce website.

Where can information about Salesforce’s compliance programs be found?

Please see Salesforce’s Compliance Center website detailing our audit/compliance certifications and
attestations, e.g., ISO and SOC. This compliance website can be filtered on a country and industry basis.

3. Data location and subcontractors

Where does Salesforce store Customer Data?

Salesforce operates its services and stores Customer Data in a number of locations. Up-to-date information
about the storage locations for each service that Salesforce offers can be found in the applicable Infrastructure
and Sub-processor Documentation available here by selecting the relevant service.

Does Salesforce use third-party service providers to provide services to customers?

An effective and efficient performance of Salesforce's services requires the use of Sub-processors. These Sub-
processors can include affiliates of Salesforce as well as third party organizations. Salesforce’s use of Sub-
processors may require the transfer of Customer Data to Sub-processors for the hosting of Customer Data and
related infrastructure support, or for reasons like providing customer support and ensuring the services are
working properly. As described in our DPA, Salesforce is liable for the acts and omissions of its Sub-processors
and has entered into a written agreement with each Sub-processor containing data protection obligations not
less protective than those in the DPA with respect to the protection of Customer Data.

Up-to-date information about the identity and the location of Sub-processors can be found in the applicable
Infrastructure and Sub-processor Documentation available here by selecting the relevant service. Customers
may subscribe to notifications of new Sub-processors for each service (see here). Salesforce will notify all
subscribed customers of a new Sub-processor before authorizing the new Sub-processor to process Customer
Data in connection with the provision of the applicable services. Customers may object to the intended use of
a new Sub-processor using the procedure set out in the DPA.

4. Business continuity and disaster recovery

Does Salesforce have business continuity and disaster recovery plans?

Salesforce has a formally documented global business continuity and disaster recovery program. As part of
this, Salesforce has staff who are certified business continuity planners and Salesforce employs leading
consultants to assist in the ongoing development of business continuity and disaster recovery plans and
procedures. This program is overseen by senior management for each of the key functional areas within
Salesforce and is supported by executive leadership at the highest level.


https://investor.salesforce.com/overview/default.aspx
https://www.salesforce.com/company/about-us/
https://compliance.salesforce.com/en
https://trust.salesforce.com/en/trust-and-compliance-documentation/
https://trust.salesforce.com/en/trust-and-compliance-documentation/
https://docs.google.com/a/salesforce.com/forms/d/e/1FAIpQLScveYbWH3RhgvipYvgLpSkugkV_UFsWNNiPfdVPsaqdxGHn4w/viewform

A summary of the Salesforce Business Continuity Plan (as well as information about data replication, reliability
and disaster recovery) can be found in the applicable SPARC Documentation available here by selecting the
relevant service.

Salesforce maintains a disaster recovery plan that supports a robust business continuity strategy for the
production services and platforms as described on the Disaster Recovery and BCP website .

5. Termination

How and when will Salesforce return Customer Data upon termination of the service agreement?

Salesforce’s customers own their Customer Data and the services are designed to always give customers
access to it. In addition, at the end of the agreement, Salesforce returns Customer Data to its customers as per
the contractual commitments set forth in the applicable agreement and SPARC Documentation. Information
about the return and deletion of Customer Data can be found in the SPARC Documentation available_here by
selecting the relevant service.

6. Privacy

Where can information about Salesforce’s privacy programme be found?

The protection of our customers' data is paramount, and Salesforce is committed to helping our customers on
their global compliance journeys in our role as trusted advisor. Our customers trust us to help them build
meaningful relationships with their own customers, and Salesforce’s top priority is the security and privacy of
the data that we are entrusted to protect.

We have five privacy principles that highlight our commitment and focus on trust: customer control, security,
transparency, compliance and partnership. Our privacy website includes global privacy information, resources
and tools (such as Salesforce’s DPA, International Data Transfers FAQ and documentation to support data
protection impact assessments) to help enable our customers’ success.

7. Government access to Customer Data

How does Salesforce handle government requests for access to Customer Data, also known as compelled
disclosure requests?

Please see Salesforce’s Principles for Government Requests for Customer Data.

8. What if | have further questions?

We continue to make your success our top priority. If you have any questions, please contact your Account
Executive. Salesforce has invested in a dedicated team, the ‘Financial Institutions Resource Support Team’ (*
FIRST ”) which comprises subject-matter experts from Salesforce’s Privacy, Legal, Security, Government
Affairs, Technology Compliance, Product and Financial Industries Team, who can help support adoption of
Salesforce’s services in this regulated landscape.
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https://trust.salesforce.com/en/trust-and-compliance-documentation/
https://compliance.salesforce.com/en/disaster-recovery-bcp
https://trust.salesforce.com/en/trust-and-compliance-documentation/
https://www.salesforce.com/privacy/overview/
https://www.salesforce.com/content/dam/web/en_us/www/documents/legal/Agreements/EU-Data-Transfer-Mechanisms-FAQ.pdf
https://www.salesforce.com/content/dam/web/en_us/www/documents/legal/salesforces-principles-for-government-requests-for-customer-data.pdf

Defined terms

Customer Data

Electronic data and information submitted by or for a customer to the Salesforce
services, as defined in the DPA

DPA

Salesforce’s Data Processing Addendum , which forms part of the Master
Subscription Agreement or other written or electronic agreement between
Salesforce and each of its customers for the purchase of online services

financial institution

The entity (bank, broker-dealer, insurer and fund manager) to which the financial
rules and regulations apply

FAQ

Frequently asked questions

PaaS

Platform as a Service

rules and regulations

Any applicable rules, legal requirements, guidance, or similar

SaaS

Software as a Service

SPARC
Documentation

Security, Privacy and Architecture documentation

Sub-processor

Any processor engaged by Salesforce or a member of the Salesforce Group (this
can include affiliates of Salesforce as well as third party organizations) that may
have access to Personal Data (as defined in the DPA).
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https://www.salesforce.com/content/dam/web/en_us/www/documents/legal/Agreements/data-processing-addendum.pdf
https://help.salesforce.com/apex/HTViewSolution?urlname=Trust-and-Compliance-Documentation

