.Agem‘force

World Tour «oea




Forward looking statement

This presentation contains forward-looking statements about, among other things, trend analyses and statements
regarding future events, anticipated growth and industry prospects, and our strategies, expectation or plans
regarding product releases and enhancements. The achievement or success of the matters covered by such
forward-looking statements involves risks, uncertainties and assumptions. If any such risks or uncertainties
materialise or if any of the assumptions prove incorrect, results or outcomes could differ materially from those
expressed or implied by these forward-looking statements. The risks and uncertainties referred to above include
those factors discussed in Salesforce’s reports filed from time to time with the Securities and Exchange
Commission, including, but not limited to: our ability to meet the expectations of our customers; uncertainties
regarding Al technologies and its integration into our product offerings; the effect of evolving domestic and
foreign government regulations; regulatory developments and regulatory investigations involving us or affecting
our industry; our ability to successfully introduce new services and product features, including related to Al and
Agentforce; our ability to execute our business plans; the pace of change and innovation in enterprise cloud
computing services; and our ability to maintain and enhance our brands.

Last updated: September 10, 2024
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: “Protect Your Salesforce Environment from Social Engineering Threats”, Salesforce Blog(Link), 2025 March


https://www.salesforce.com/blog/protect-against-social-engineering/

IBM Cost of a Data Breach Report 2024
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The True Cost of Compliance with Data Regulations
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Top Generative Al Statistics for 2025, Salesforce



https://www.globalscape.com/resources/infographics/data-compliance-costs
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Top Generative Al Statistics for 2025, Salesforce



https://www.globalscape.com/resources/infographics/data-compliance-costs
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The digital labor platform
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Agentiforce”| ¢l Data Cloud0i| CHot 2 EA It HA 5
& @ seoch. ] I B2252®

3! DataCloud  Home DataStreams - DatalakeObjects » DataGovernance DataExplorer DataModel Searchindex +  Einstein Studio Identity Resoiutions Profile Explorer  Calculated Insights ~  More ¥ s
i |
M /oSy | HF M | s | New
/927 H2 SN Tage Pobolae
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X XH RFEAL /AL SH Classifications 26 fems + Status: Active Q Search Policies H£|

Policles that grant all users default access

Name + v Created By v Created Date v Last Modified by v
1 Deny_Account_Info Alex Gormely Oct 25, 2024 Alex Gormely li
2 Allow All Alex Gormely Oct 29, 2024 Alex Gormely vl
Q H I." E / El C / E_II q C 3 Deny Payment Details Field Alex Gormely Oct 29, 2024 Alex Gormely Izl
L = — e — 4 DenyFiancialPaymentCardinto Alex Gormely Nov 13, 2024 Alex Gormely &
EI_I'_CI)_l 9_' x|='|| E— %X‘" A'—-g- _(I)_l- 5  DenyPersonalPll Alex Gormely Nov 13, 2024 Alex Gormely (+]
O:I X_l XH o 0] __'I_I- El 7_” x_l _9_ 6  DenyTransactionOfCardHolderAdditional Alex Gormely Nov 13, 2024 Alex Gormely l;l
O 1= =2 - -1 O 7 ris_on_index Alex Gormely Nov 19, 2024 Alex Gormely v
8  A8_Finance_AllowAll Gaurav Tewari Nov 21, 2024 Alex Gormely v/
9 A8_Finance_DenyField Gaurav Tewari Nov 21, 2024 Gaurav Tewari v
10 RLSOnPayments Alex Gormely Dec 2, 2024 Alex Gormely vl
11 DenyServiceSecured Arun Iruthayaraj Dec 6, 2024 Arun iruthayaraj [*]
.;ll_;l 'c')l'_|- 9)\ E Al. Fé!- EE E A gen t 12 DenyServiceEO Arun iruthayaraj Dec 6, 2024 Arun Iruthayaraj v
13 Access 02 Data Alex Gormely Jan 3, 2025 Alex Gormely [v]
O" 7-” I:II_I- % H r% I|=-|I E' X-” _(T:)I_ 14 TMINTL Allow Al Alex Gormely Jan 3, 2025 Alex Gormely v
Alex Gormely E

El 21 = Personal Data.Pll
M2 M- pil 2R M2 Kt
DenyPersonalPlII Deny access
TSt £ AccessAllPlIData

ABAC(Attribute Based Access Control)
RBAC(Role Based Access Control)
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(A~ ’ ALy Vector DB, Apex IA,
- { )°) outcome, unstructured

and public* data G } MOde|S

S Hosted models
b ° in Salesforce
(Y )
® Prompt Secure data Dynamic Prompt injection trust boundary
C promit templates & retrieval grounding detection*
RM policies E *
nhanced
apps Input* & data masking
response
toxicity & zer_o Bring Your Own Models,
retention on Your Infrastructure
- respondl Monltor'mg & Audit trail & Citations Content quality
analytics* feedback metrics™
Agents iy I
Secure : External models I
. . gateway | with shared :
Einstein Trust Layer J | stboundary |
A

Agent

guardrails*

Al Governance
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Select Sensitive Data Categories for your scan

l 4+ | Korea Resident Registration Number |
J—
‘ B L~ Email Address

y,
P | Social Security Number /
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Agentforce= 2800, Er&F 30 HASHY 2@ EA| H O|geid ZLHTE

oo ([ sewen. ) ® xH0 2?2 sa®
rggl EOI_I- EH A-” O'" I:-H i1 Security Center ~ Dashboard  Connected T Alert Settings  Security Policies  CustomMetrics  Reports \  Dashboards | P

I'7I-E‘:|-CI)- _TI_ HH E OIA O E [°‘°“i°w"" ) Security Center
e |- |-|_ = |- |_ Sedgurity Landscape

o @
H
O

Agentforce @ 2 ¥ X

on the unusual login pattern

in on the logi tt threat
e me more potential remediation steps ZORNIIOfT S G TN PN BN S

I # Security Landscape give me more potential remediation steps

S Mdertienton > " Alerts Triggered within Last 7 Days Potential Threat: Unusual Login Patterns it
— % Configuration > ails: User “llevasseur” had logins using OAuth
E O |' *l 0] ¥.5 K=RNTE 7 |-_cl)_|- _TI_ O PaiEien 5 ARG A Rt St | Actoel Ve Details: User "llevasseur” had logins using OAuth | different devices with increasing login counts
- TIT o= O £ g > Authentication Alerts - 2 from different devices with increasing login counts v ?.f.:"s:'.'.':" o
A | a~ _CI)_l- 7-” X X| o : > Configuration Alerts - 8 within a short timeframe. or User Account:
L/ hell g W Monitoring > Remediation Steps: ly monitor the user for
114 Custom > > Permission Alerts - 0 any suspicious activities.

Set up alerts for any unusual login attempts
patterns.

lement Multi-Factor Authentication

A):

Enforce MFA for the user to add an extra
layer of security,

1. Monitor User Account:
« Continuously monitor the user account for
any suspicious activities.
« Set up alerts for any unusual login attempts

> User Alerts - 0

> Monitoring Alerts - 0

rx
2
1
HL
[
jo

m
o
s

Ja

z

o O or patterns. Ensure that MFA is enabled for all users,
— A especially those with elevated privileges.
X O Al- 2 Xl- 2= | |__|- = Xt @ Threat Detection /> Health Chec 2. Implement Multi-Factor Authentication qeiew Login History:
-1 - o = O O 1 (MFA): « Analyze the login history to identify any
7 Day Summary Today patterns or anomalies.
; EDI- X | 68% average across conn + Enforce MFA for the user to add an e « Check for logins from unfamiliar IP
layer of security. addresses or locations.
5 100
4. Conduct a Security Audit:
, : + Ensure that MFA is enabled fo - Bk wthosoush becity sk of the
N * user’s and d sy
Key 2 « Identify and address any vulnerabilities or
3 @ session Hijacking 50 misconfigurations.
2 @ Credential Stuffing : S E?"::;:i:: unr ining 1o the
H @ Report Anomaly 20 user.
Security Center | . & g e peranceof roigniig
@ APl Anomaly 0 phishing attempts and securing their
0 Guest User Anomaly ogp\" o - c_r.ndc.nﬁals.
« c;&*wf Describe your task or ask a question...
. . . All Clear. nNo threats detected.
@ Shield: Event Monitoring
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Q. Search... | @

Threat Detection Home  Report Anomaly Event Stores Session Hijacking Event Stores ~  Credential Stuffing Event Stores ~ APl Ano

Assistant
Quarterly Performance

As of Today 4:20 PM [ c '

cLoseED $O  OPEN(>70%) $0  GOAL

Add the opportunities you're working on, then come back here
to view your performance.

Hi! I'm Einstein,
information, su

What can | hel
Mar P

B Closed B Goal B Closed + Open (>70%)

Today's Events Today's Tasks | | ‘ Describe your ta
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Data Mask & Seed &5 Mo 2 2EH|0|EZ Sandbox2t4d 2 = EX|A| O|O|E OfAZ

GO E{ OpA 3

Configure Masking

Q Saarch for el

Replace with Random Value

"] Fields

Replace with Random Characters
v Replace From Library
Replace using Pattern

Replace From Library

cto] Eq{ 2| of| A EH A

Balke—> Kelsey

of & of
999-99-9999 —» XXX-XX-9999

Ol
=

o

)

Custom Replacement Value (Email)
Define a replacemnent value, Giek beew [T for more information,

BillingCity ExstingValue ~ X  _user 1 to 10000 @salesforce.c... °

BillingCountry Existing Value Options Laam more 5
. 1o pattern s longer, the pattern will bo truncated),

BillingPostalCode « () Use the Existing Value
stirg ® Usoonly First ~ 3 characters
BillingState

) Use alt before  Type.

29| gt HIgt K27
Blake@gmail.com— - Blake
Bla_user_5@sample.com
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Data Masking ry —
- - Classification All Policies ¥ b -
POI I C_!_es =~ Tax:nomies. S 0 items - Updated a few seconds ago & || C \ c|Y
I(DzaqtzaSCLli lj)dl-)l:ll_l- 7 | E Al ! Policies Name v Status Vv Type Created By Created Date Last Modified... v
D173 YEE S0z 0jag
St7] QI8 Ay
k
7| % E‘” Ol E_'I A‘”E% —f—g _CI)_l-Xl No policies to display.
A HOlHOtAZ
Ej1
/' Al Tagging
PIl, Age, Birth, Email,IBAN
LSS
EEX-IIE’ S o O
gc LY — pex

Classification

Confidential, Restricted
GDPR, CCPA, HIPAA, PCI DSS
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Field History Tracking Shield - Field Audit Trail
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= ii% Shield Extension  Piatform Encryption Analyzer  History Retention Policy Manager  Field History Explorer  Settings
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SUPRAIC IR 9 0 2017 & WA R 8 U U910 T M Q0| INSIX] §7) TR oln| BRI 228 7N $RUUD.
G P8 UR ¢ EYE N el A - .
PRt a o 2 wuE ey Ob jects Total # of Objects; 726 Total # of Fields: 9,658 m
o {20 with tracking enabled - 2.75%) (170 with tracking enabied ~ 1.76%)
‘ Expand all fields
n v SNNNES | oan
- = : - (2] Inus g0 OBJECT NAME ¢ HISTORY TRA.. # OF FIELDS ARCHIVE A, ::?E’::]EON GRACE PE.. DESCRIPTION
a8 1 = ENABLED? TRACKED (MONTHS) @ O (DAYS) 0
(YEARS)
v x RE WE 44 42
L] wn
ae - N TR NEN > * Prompt Szarch Term C o 18 10 1 none provided
gm
Nat 10 wy =
L 7ie s
] . > ABT C 0 18 10 1 rovided
-2 ] ” wn 7 s est (- none pi
vl
3% ” n vl map
gl - |
e n = 11 et v Account v 19 & 18 10 1 none provided
—————< I " gan
supys v | Pagety | <o || cns } ?::g'
] v ‘ ACCOUNT FIELDS (259)
iy )
\\ ™| sz aa .
— ) | 24x7 Support £ || Accepts new patients (%) Accepts new patients ) - Account Name
HEA| LY (5+) Contact il = tﬂ 7C:>| 0 | E_:|| [+ Account Owner _| Account Record Type 3 « AccountSite 7} v Account Source
BE 547 . BU I8 9N - F 2 5 US0NE (& Active 3 || Affiliations [ ) Agency [ Brokerage No, %) (: I Annual Commission
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3 0221328038 e Data.com Clean 2827 37526 £ [ Communication Preferences ) | Contact {3 T Contact Preference )  Conversion DateTime
4 20011328936 re¥s Data.com Cleen vesn 2800 (%] l____] Country Of Birth | Created from Lead €) - CreditRating 0 ' Credit Score
& 2022.11.13. 28 9:35 Malling Geocode Acouracy Data com Clean Address Zip a D Current Emp.]oye' O Customer ID O Customar Pno(i‘y O Customer Sesment
L‘\ @5 w7 U . B ] Customer Timezone (44 Customer Type Data.com Key (&) Date Founded J,A‘
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Backup & Recover
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& user.name_app@ownd... v

@ Help & Support v

Services [/ gadi@ux.org.gadiux - Backup History

Business Unit
Default BU

First Backup
Apr 23,2023

Last Backup
Apr 23,2024

Backup Integnty

’ gadi@ux.org.gadiux Type Service Type
& Blockchain

X k v
O Description \ Org ID 00D3z000001 ¥ Production Data BackUpNow

S Dashboard

Latest Backup Records: Files:
Jul 12, 2024 05:01am & 170 MBin 355,209 @ 4000

Backup History

Data Changes Tracker
Smack Alerts @ & © @ 9 @ ) @ D @ @ &

) 10/7 n7 1217 13/7 1417 15/7 16/7 1717 18/7 18/7 20/7 217
Data Privacy

Permissions Report
Objects:  All v Oct22,2024 @ = Nov22 2024

Scheduled Export

@® Removed @ Changed @ Added Total

i 10%0'Ancoummmuu¢: S

80 AR "'__ e o o o
\ —o '

en should we alert you?

’ —eo—e—8
e ¢ 9o —a—— 0 _
70 S— Q

Oct 22,2024 Oct22,2024 Oct22,2024 Oct22,2024 Oct22 2024 Oct22,2024 Oct22,2024 Oct22,2024 0Oct22 2024 Oct22,2024 Nov 22,2024

has boen detected

Entity Definibons

v Add Alert

Alerts

Higsory
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= 2| = (Load Testing,
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Dev Pipe A
Sales Cloud,
Service Cloud

Agentforce Agent= N & 280
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- H =3 R_I_
Migrations 5| |Partial g HH HIOIE MEZS A3t
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Dev Pipe C
CPQ, Billing, and :
Financial Partial
Integration
Dev Pipe N ev
Hot Fix 2| pr

Continuous Integration / Continuous Delivery
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Platform - Data Classification
Data Cloud - Governance (beta)
Agentiforce Einstein Trust Layer
Shield - Event Monitoring

Shield - Platform Encryption
Shield - Field Audit Trail

Shield - Data Detect

Security Center

Data Mask & Seeding

Backup & Recover

Sandbox
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