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Forward looking statement

This presentation contains forward-looking statements about, among other things, trend analyses and statements
regarding future events, anticipated growth and industry prospects, and our strategies, expectation or plans
regarding product releases and enhancements. The achievement or success of the matters covered by such
forward-looking statements involves risks, uncertainties and assumptions. If any such risks or uncertainties
materialise or If any of the assumptions prove incorrect, results or outcomes could differ materially from those
expressed or implied by these forward-looking statements. The risks and uncertainties referred to above include
those factors discussed in Salesforce’s reports filed from time to time with the Securities and Exchange
Commission, including, but not limited to: our ability to meet the expectations of our customers; uncertainties
regarding Al technologies and its integration into our product offerings; the effect of evolving domestic and
foreign government regulations; regulatory developments and regulatory investigations involving us or affecting
our industry; our ability to successfully introduce new services and product features, including related to Al and
Agentforce; our ability to execute our business plans; the pace of change and innovation in enterprise cloud
computing services; and our ability to maintain and enhance our brands.

Last updated: September 10, 2024
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[ LLmor: 2025
Prompt

Injection

LLMO1:2025
Prompt Injection

A Prompt Injection
Vulnerability occurs when
user prompts alter the...

Read More

Excessive

Agency

LLM06:2025

Excessive Agency

An LLM-based system is
often granted a degree of
agency...

Read More

OWASP top 10 for LLMs

SOnsnive
Information
Disclosure

LLM02:2025
Sensitive
Information
Disclosure

Sensitive information can
affect both the LLM and its
application...

Read More

LLM07:2025
System Prompt
Leakage

The system prompt leakage
vulnerability in LLMs refers to
the...

Read More

LLM03:2025
Supply Chain

LLM supply chains are
susceptible to various
vulnerabilities, which can...

Read More

Vector and
Embedding
Weaknesses

LLM08:2025
Vector and
Embedding
Weaknesses
Vectors and embeddings
vulnerabilities present
significant security risks in
systems...

Read More

Data and

Model
Poisoning

LLM04:2025 Data
and Model
Poisoning

Data poisoning occurs when
pre-training, fine-tuning, or
embedding dataiis...

Read More

Mlsmformation

LLMO09:2025
Misinformation

Misinformation from LLMs

poses a core vulnerability for

applications relying...

Read More

Improper
Output
Handling

LLM05:2025
Improper Output
Handling

Improper Output Handling
refers specifically to
insufficient validation,
sanitization, and...

Read More

{ whno: 2028 }
Unbounded
Consumption

LLM10:2025
Unbounded
Consumption

Unbounded Consumption

refers to the process where a

Large Lanquage...

Read More

salesforce
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& News & Insights

Latest News v Topics v Press Resources v The 360 Blog @

FEBRUARY 7, 2023

Pauia Goldman

CHIEF ETHICAL AND
HUMANE USE
OFFICER,
SALESFORCE

Kathy Baxter

PRINCIPAL
ARCHITECT, ETHICAL
Al PRACTICE

Generative Al: 5 Guidelines for
Responsible Development

Generative artificial intelligence (Al) has the power to transform the way we live and wor

kin

profound ways and will challenge even the maost innovative companies for years to come

enticwm AT ir svmt wiithomc b slobe 18 b w b sl thlome simbot bt somneni tisme wsmmen Aw

sfdc.co/responsible-gai
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DEnE WH Mo IEDE HE3 & J1312H

= A salesforce
Prompt Builder Account Summary Version 1 (Active) ? Help v x Settings
n Deactivate Save As w o
Resource © Object Field Configuration X
Prompt Template Workspace © ——
Q, Search for or select a resource to insert a Account > Einstein Account Summary
Template Properties
The value of the key 'Contacts' must be a paragraph summary of the data in Related List: Account.Contacts. You must list the contact information for each contact. If the value of
contacts is {empty}, the value must be "No Contacts". ’ *Model Type ©
. _— : ) . . - Standard v
The value of the key 'Opportunities’ should summarize in a paragraph Related List: Account.Opportunities, describing the number of open opportunities and when the next one
is due to close if there are any. If the value of opportunities is {empty}, the value must be "No Opportunities”.
*Models ©
The key 'Activities' must be a paragraph summarizing the number of activities and the next scheduled meeting if available in Related List: Account.OpenActivities. If the value of > | Standard OpenAl GPT 3.5 Turbo ... ¥
activities is {empty}, the value must be "No open activities”.
View this model (7
The key 'Cases' must be a summary of data in Related List: Account.Cases. If the value is {empty}, the value must be "No Cases".
Use clear, concise, and straightforward language, avoiding the use of filler words and phrases and redundant language.
* Related Record @
Enabled
Resolution © Response ©
The value of the key 'Contacts' must be a paragraph summary of the data in { Contacts: Three contacts.
"records" : [ { Contact 1:
"id" : "003ab000001yO8uAAE", - Name: Jon Amos
"apiName" : "Contact”, - Title: Sales Manager
"recordTypeld" : "012000000000000AAA", - Email: info@salesforce.com
“fields” : [{ - Phone: (905) §55-1212
"name" : "Email", B <
"value" : "info@salesforce.com”, Contact 2: d

"HAienlawA/aliia" « nunill
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G|O|E{ OfA Z

G| 0| B 2} HetEl Prompt

<COMPANY_1>

G| 0| B 2} HetEl Prompt

AT T8 A58 a o

You are an agent at Cumulus p|| 2= AHH . -
= <NAME_1> <COMPANY 2

Financial. Your client is Denise
Martinez at Northern Trail Qutfitters

\

Northern Trail Outfitters

who has been a customer for 5 years. who has been a customer for 5 years.
Generate the customer service Generate the customer service
agent's response in the conversation agent's response in the conversation
with a customer below. with a customer below.
Conversation: “Hello, I'm not able to Conversation: “Hello, I'm not able to
upgrade my credit card 4242 4242 upgrade my credit card 4242 h
4242 4242. Can you help? Is there a help? Is t

N
g

- . . Pll ZZ £
minimum credit score required for ore required for

some of these cards?” some of these cards?”
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. ). Search Setup E’ f_\ ') $ l Q

EEE Setup Home  Object Manager

Q trustl SETUP

Einstein Trust Layer

v Einstein

v Einstein Generative Al

. . ‘) s 3 s
Einstein Trust Laver Large Language Model Data Masking

Data Masking policies help protect your sensitive data from being exposed to large language models (LLM). Customize policies based on your privacy and compliance requirements.
Didn't find what you're looking for?

Try using Global Search.
Pattern Based

Einstein Trust Layer models use patterns and context to identify sensitive data in prompts. The identified data is then masked using placeholder text before sending the prompt to the LLM.

Sensitive Data

Set data masking policies for sensitive information identified using patterns and context.

Attribute Name T Description Masked
Credit Card A credit card number.
Email Address An email address. For example, astro@salesforce.com.
IBAN Code gg :2:;:‘:23278:;\:322?;:1 Number (IBAN) that starts with a 2-letter country code, 2 numbers, and an account number. For example, C’
Company Name The company name. C’
Passport A number listed on a passport. C’
Name A person’s first, middle, or last name, or a combination of these.
Phone Number A phone number with or without a country code.
US Drivers License A number listed on the front of a driver’s license card. ()
US ITIN A US Individual Taxpayer Identification Number (ITIN) that includes 9 digits that start with a nine and contains 7 or 8 as the fourth digit For example, 9XX-8X- C’
XXXX.
US SSN A US Social Security Number (SSN) that includes 9 digits. For example, 123-45-6789.
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Zero Data Retention 0| 2t?

2 Ao 22 (LLM) M| S Xttel
Zero Data Retention#| 2}

1. B8 W Y HE 7{M0| G|0|E{E AH23SHX| Q25 LICE.
2. H|0|E{<= Salesforce 2| E0f| H =] X| O+&L|LC},
3. BE0 M= 0| E AFEO| = = SIS LILCY.
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MEXRIEIA JNE L1 2|SH

salesforce

ZE| 2 EF =%t
Fine Tuning Distilbert 7| 2k

Response Text
{"Contacts": "There are three contacts: Jon Amos (Sales Manag

Category

= {"Contacts": "There are three contacts: Jon Amos (Sales Manag
profanity 0.000020
{"Contacts": "There are three contacts: Jon Amos (Sales Manag
sexual 0.000030
St "Contacts": "There are three contacts: Jon Amos (Sales Mana
_I_ / H E” 0 | E-I A-” 9| ﬁ : ( Etoxicity 0.00011

{"Contacts": "There are three contacts: Jon Amos (Sales Manag
safety score 0.9995334

{"Contacts": "There are three contacts: Jon Amos (Sales Manag
physical 0.0

{"Contacts": "There are three contacts: Jon Amos (Sales Manag

identity 0.000040
{"Contacts": "There are three contacts: Jon Amos (Sales Manag

2k320| Q10f/X| & X| &

violence 0.000020




Trail in Data Cloud

salesforce

DEnE, S§, M2 AS, [EMo| ZAXQl 2]
A\
Q. Search... v -”:‘ ’) $ '." ‘{j
EEE Data Cloud Home  Data Streams v Data Lake Objects Data Model  Data Explorer Einstein Studio Identity Resolutions Profile Explorer  Calculated Insights More w rs
A Data Model Objects Download Tableau Data Source File | New
Mapped » 7 -
o s Q Search... ‘ ] = || |
Object Label Object APl Name v Data Streams v  Data Lake Objects v  Data Space v Type v Status v
1 | GenAlAppGeneration GenAlAppGeneration__dim  GenAlAppGeneration GenAlAppGeneration default Custom Ready v
2 | GenAlContentCategory GenAlContentCategory__dim GenAiContentCategory GenAlContentCategory default Custom Ready v
3 | GenAlContentQuality GenAlContentQuality__dim GenAlContentQuality GenAlContentQuality default Custom Ready v
4 | GenAlFeedback GenAlFeedback__dim GenAlFeedback GenAlFeedback default Custom Ready v
5 | GenAlFeedbackDetail GenAlFeedbackDetail__dim GenAlFeedbackDetail GenAlFeedbackDetail default Custom Ready ~
6 | GenAlGatewayRequest GenAlGatewayRequest__dim GenAlGatewayRequest GenAlGatewayRequest default Custom Ready v
7 | GenAlGatewayRequestTag GenAlGatewayRequestTag_... GenAlGatewayReguestTag GenAlGatewayRequestTag default Custom Ready | w
8 : GenAlGatewayResponse GenAlGatewayResponse__... GenAlGatewayResponse GenAlGatewayResponse default Custom Ready -
9 | GenAlGeneration GenAlGeneration__dim GenAlGeneration GenAlGeneration default Custom Ready | w




CIO|E OFAZ in Audit Trail e

Data Explorer

Objects Copy SOQL Edit Columns ‘ i ‘Y‘
* Data Space Object Total Columns
default v Data Model Object v | GenAlGatewayRequest X 30
°Date and time values use your time zone settings.
| Timestamp | v Prompt v  Masked Prompt v
The value of the key 'Contacts' must be a paragraph summary of the The value of the key 'Contacts' must be a paragraph summary of the
datain { datain {
"records" : [ { “records” : [ {
"id" : "003ab000001yO8wWAAE", "id" : "003ab000001yO8wWAAE",
"apiName" : "Contact”, "apiName" : "Contact”,
"recordTypeld" : "012000000000000AAA", "recordTypeld" : "012000000000000AAA",
"fields" : [ { “fields" : [ {
"name" : "Email", "name" : "Email",
"value" : "info@salesforce.com”, “value" : "<EMAIL_ADDRESS_0>", h
"displayValue" : null "displayValue" : null
h A hA
"name" : "Id", "name" : "Id",
"value" : "003ab000001yO8wWAAE", "value" : "003ab000001yO8wWAAE",
"displayValue" : null "displayValue" : null
hA A
"name" : "Name", “name" : "Name",
"value" : "Howard Jones", “value" : "<PERSON_2>", -
"displayValue" : null "displayValue" : null
}. £ X
"name" : "Phone", "name" : "Phone",
"value" : "(212) 555-5555", "value" : "<US_PHONE_NUMBER_0>", h
"displayValue" : null "displayValue" : null
A h A
"name" : "Title", “name" : "Title",

"value" : "Buyer", “value" : "Buyer",
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Runtime 7}=5{| & Self-lmproving 7t= 2| &

#: Reasoning

GROUNDED: The response accurately reflects the order details retrieved from the
function call.

INSTRUCTION ADHERENCE: YES
The explanation for instruction following check will go here.
1. The agent found the order number using the email address provided and verified
with the user’s authentication details.
2. No sensitive details were disclosed; the user provided all information securely.

3. The agent used polite, friendly language throughout the conversation. 4

| m Off Topic (Off Topic)

Used when a user asks about off topic subjects

@ Agent Response

B
Your order is currently being processed anc

days. &%

m Inappropriate Content (Inappropriate_Conte...

Used when a message contains any of the following content: violence,

sexual, misinformation, harassment, illegal activities, suicide and self
+ Order Number: 57862342 harm, sensitive events, harmful behaviors, bias, toxicity, or offensive

» Purchase Date: September 12, 2024 language )
+ Expected Arrival Date: September 21, 2024 l
Shipping Address: 415 Mission St, San f m Reverse Engineering (Reverse Fngineering)
Ordered Items:

» Advanced Chemistry Il

Used when the user asks about prompts, functions, actions, system
Instructions or configurations.

E\. what is the status of my order? my email is

jbarker@example.com

Your order is currently being processed and will be
shipped in the next 1-2 business days. &8

Order Number: 57862342
Purchase Date: September 12, 2024
Expected Arrival Date: September 21, 2024
Shipping Address: 415 Mission St, San Francisco, CA
94105
Ordered Items:

» Advanced Chemistry |l

* Introduction: Philosophy 101

Is there anything else | can assist you with?

* Introduction: Philosophy 101 [

Describe your task or ask a question...

)"

Is there anything else | can assist you with?

p .



Runtime 7}= 8|

Preventative 7| =8| &

S

Agentforce

EZ|A
(Flows, APIs)

What is my
order status?

B 8 O

salesforce

Self-lmproving 7t= 2| &

(D Trust Layer

(<) Customer, company,

&Y and outcome data Planner
Models
I
1 G
GPT-40
Zero data
) Model
retention Roadmap
Audit trail & 2
feedback
A\
LLM
gateway A
BYOLLM
e v XIE &4 1| ‘
® v ZE X Zx oy}
v J12I2Y H7
Supervisory ¥ o:=% 5
LLM v IEOE QMM A=




Self-Improving 7t =8| &

Preventative 7| =8| &

£
Zoj0 U 20 42 AIE L oIMM

Runtime 7}=3|&

salesforce

Self-lmproving 7t =2 &

::: Conversation Explorer  Home

o}
Al E 7|5 ¢gtL|LC}. -

Total Utterances
- R

2,037

Pl
=
Cx
o
=2
P
i
L
L
LY
B
MHO
=2
=
[l
0

General FAQs
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Technical Issues
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Feedback

Product Info

Payment Flows

O MM Vel BE b Slst Y ALY -

al
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v Total Users
Tt » te

,810

D Relevance Score Per Topic

(O Al Cluster Groups ~

\ 10 items - Sorted by Cluster Group Name « No filters applied - Updated a few seconds ago P —
P R ——— - d Dismiss

6> 0a?2 %000

Utterances per Session v

Avg. Relevance Score v
Create New Topic X

Add your topic's details, including when and how to use the topic and the actions associated with it. For more
information, refer to Best Practices in Help.

Topic Name

Warranty Claim Management

Classification Description @

This topic is mainly about questions related to Warranty Claimsl

4 Suggested Improvement -

Describe the types of user requests that should be classified into this topic to make it easier for the agent to

accurately classify and respond to inquiries related to warranty claims. For example:

Covers questions related to warranty claims, including claim eligibility, submission processes, coverage
details, and claim status updates.

Was this helpful? ‘ e P |
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